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86% Indicate satisfaction with 
their security measures

The false sense of 
security leads to lack of 
protective measures. 

Cyber criminals 
know no borders.

Regardless of their location, 
both large enterprises and 
small businesses are at risk.

The attacks are getting 
more sophisticated and 
spreading rapidly.

Satisfaction is the 
enemy of Security



27%
Applying 
consistent 
security controls 
on-premises and 
in the cloud

Cybersecurity challenges 
faced in 2020

23%
No security 
challenges 
encountered

25%
The cost of 
security

38%
Ransomware /
Malware attacks 30%

Outdated 
processes and 
systems in security

32% in Romania



2021 Microsoft Digital Defense Report contents
CHAPTER 1

Introduction
Introduction
Our 2021 focus areas

CHAPTER 2

The state of cybercrime
The cybercrime economy and services
Ransomware and extortion
Phishing and other malicious email
Malware
Malicious domains
Adversarial machine learning

CHAPTER 3

Nations state threats
Tracking nation state threats
What we’re seeing
Analysis of nation state activity this year
Private sector offensive actors
Comprehensive protections required

CHAPTER 4

Supply chain, IoT, 
and OT security
Challenges in managing risk associated with  
the supplier ecosystem
How Microsoft thinks about supply chain
IoT and OT threat landscape
The 7 properties of highly secured devices
Applying a Zero Trust approach to IoT solutions
IoT at the intersection of cybersecurity and 
sustainability
IoT security policy considerations

CHAPTER 5

Hybrid workforce security

A Zero Trust approach for securing hybrid work
Identities
Devices/Endpoints
Applications
Network
Infrastructure
Data
People

CHAPTER 6

Disinformation
Disinformation as an emerging threat
Mitigation through media literacy
Disinformation as an enterprise disruptor
Campaign security and election integrity

CHAPTER 7

Actionable insights
Five cybersecurity paradigm shifts
Summary of report learnings
Conclusion

Contributing teams at Microsoft



Microsoft security signals
Volume and diversity of signals 
processed by Microsoft

Over 150 report contributors across these focus areas:

The state of 
cybercrime

Nation state 
threats

Supply chain, 
IOT, and OT 
security

Hybrid 
workforce 
security

Disinformation Actionable 
insights

THE MICROSOFT 

DIGITAL DEFENSE 

REPORT DRAWS ON 

INSIGHTS, DATA, AND 

SIGNALS FROM 

ACROSS MICROSOFT, 

INCLUDING THE 

CLOUD,          

ENDPOINTS, AND 

THE INTELLIGENT 

EDGE.
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What we’re seeing in ransomware data and signals
Ransomware encounter rate (machine count): Enterprise customers (Defender data)

Overall increase in ransomware encounters, with notable surge to consumer and 
commercial encounters in late 2019,6 when RaaS started to grow, and in early 2020 
at the onset of the COVID-19 pandemic.

DART ransomware engagements by industry (July 2020-June 2021)

Deploy ransomware protection

The stakes have changed. There is a massive 
growth trajectory for ransomware and extortion.



What’s in our phishing defense toolbox?
What we’re seeing this year at Microsoft

Minutes matter

Training followed by 
simulations, 
reinforcement, and 
targeted simulations

With these methods we have seen a 50% year-
over-year reduction in susceptibility to phish.



Attackers increase use of deception to 
pursue national objectives

LOOKING BACK AT THIS YEAR: 

•Focused efforts on exposing security vulnerabilities in the 
supply chain.

•Targeted government agencies, IGOs, NGOs, and think 
tanks for espionage or surveillance. 

• Increased reliance on remote work infrastructure gave 
malicious actors new vectors to target private networks.

As organizations invest in securing their accounts, the success rate 
attacks will decline, and detection will increase. 

In response, nation state actors appear to be increasing the scale and 
volume of attacks to improve the likelihood of success.

NATION    

STATE ACTORS 

APPEAR TO BE 

INCREASING 

THE SCALE 

AND VOLUME 

OF ATTACKS  

TO EVADE 

DETECTION.



Tracking and reporting nation state threats
•Nation state notifications (NSNs) are sent to customers 
and individuals targeted or compromised

•Data in the Nation State chapter is based on NSNs sent

•Microsoft notified customers 20,500 times about attempts 
by all nation-state actors to breach their systems over the 
past 3 years.

Countering nation state activity
5-PRONGED APPROACH

Empower 
customers

Leverage 
technology

Take technical 
action against 
malicious 
operations

Pursue legal 
action: 
Digital 
Crimes Unit

Inform public 
disclosure and 
policy



Vietnam

BISMUTH AKAs: 
APT32
OceanLotus

Country of 
origin: Vietnam

Human rights and civil 
organizations

• BISMUTH utilized cryptocurrency miners to target 
private sector and government institutions in France 
and Vietnam. 

• Carefully planned attacks, conducting reconnaissance 
before creating uniquely crafted spear-phishing 
emails. 

• Once it compromised networks, BISMUTH sought to 
achieve continuous monitoring. 

Turkey

SILICON AKAs: Sea 
Turtle
UNC1326

Country of 
origin: 
Turkey

Telecommunication companies in 
the Middle East and the Balkans

• SILICON pursues intelligence collection for 
strategic Turkish interests from a variety of 
countries, primarily in the Middle East and 
the Balkans. 

• Reconnaissance indicates heavy focus on 
countries of strategic interest to Turkey 
including Armenia, Cyprus, Greece, Iraq, and 
Syria. 

• Regularly target telecommunication and IT 
companies, likely to establish a foothold 
upstream of their desired target.



Innovation-driven opportunity in an 
exponentially larger attack landscape

LOOKING BACK AT THIS YEAR: 

Supply chain integrity
Supply chains have an 
explicit reliance on trust

Adversaries have taken 
notice; targets for 
exploitation

Supply chain complexity 
increases cost of 
defending

IoT Security
Geometrically expanding 
frontier

Exponentially larger attack 
landscape

Adoption of IoT and huge 
acceleration of remote 
services increases risk

OT Security
Lagging in adopting 
modern security 
standards

Recent attacks on 
water, transportation, 
and energy utilities

THE ADOPTION 

OF IOT AND    

THE HUGE 

ACCELERATION 

IN REMOTE 

SERVICES, BOTH 

AT HOME AND IN 

THE WORKPLACE, 

INCREASES THE 

LIKELIHOOD     

OF RISK 

MATERIALIZING.



Supplier ecosystem 
risk management

Siloed environments pose challenges to 
risk assessment and management

Priorities for a Zero Trust 
security model for supplier 
ecosystem risk

 Institute MFA

 Customize solutions 

 Greater visibility into who has access 

How we think about supply chain
Nine areas of investment for a secure end-to-end supply chain

Leveraging machine learning for continuous 
security monitoring of suppliers



IoT and OT threat landscape
July 2020–June 2021

Distribution of IoT command and control services by country

Top IoT malware detected in the wild 

Distribution of IoT malware CPU architecture 

We’re seeing increasing frequency and 
severity of attacks.

Recent botnet infections: high volume of Trickbot C2 
routers in Romania reported by our Digital Crime Unit.



The basics matter
LOOKING BACK AT THIS YEAR: 

 Email compromise is a continuing threat vector.

 Cybercriminals use malware posed as a legitimate software 
update to target unsuspecting employees.

 Adversaries for organizations are targeting on-premises 
systems, reinforcing the need to move infrastructure to the 
cloud where security is more difficult to penetrate. 

Key takeaway: If compromised organizations had applied 
basic security hygiene like patching, applying updates, or 
turning on MFA, they may have been spared or less impacted.

ORGANIZATIONS 

THAT DO NOT 

APPLY OR 

MAINTAIN            

THESE BASIC 

HYGIENE PRACTICES 

WILL FACE MUCH 

GREATER EXPOSURE 

TO ATTACKS.



Moving toward a hybrid workforce at Microsoft
Global pre-COVID onsite work and the rapid move to remote work, 
followed by gradual return

Global weekly unique badge scans (January – August 2021)

Zero Trust across the digital estate
VISIBILITY

AUTOMATION

ORCHESTRATION



User browses 
to a website

User runs a 
program

Defender for Office 365

(Office 365 ATP)
Email protection

User receives 
an email

Opens an 
attachment
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People
The empathy imperative: A positive corporate culture mitigates risk.

Assume positive intent; Mistakes happen.

Key considerations for insider threat detections

Insider threat attack path

In general, we should assume that the threat of loss to the organization or its 
stakeholders increases as an attack progresses down the path. 



Five cybersecurity paradigm shifts
Supporting the evolution of work, centering on the inclusivity of people and data

The rise of digital empathy

The Zero Trust journey is becoming increasingly 
important

Diversity of data matters

The resiliency of a business is tied to its cyber 
resilience 

A greater focus on integrated security

WE KNOW A 

COMPREHENSIVE 

APPROACH TO 

OPERATIONAL 

RESILIENCE MUST 

INCLUDE CYBER 

RESILIENCE.



Cybersecurity bell curve



Contributing teams at Microsoft

Azure Networking, Core

Cloud Security Research team

Customer Security and Trust (CST) 

Cyber Defense Operations Center (CDOC)

Defending Democracy Team 

Detection and Response Team (DART) 

Digital Security & Resilience (DSR) 

Digital Security Unit (DSU) 

Enterprise Risk Management (ERM) 

GitHub Security Lab 

Global Cybersecurity Policy 

Microsoft AI, Ethics and Effects in Engineering and Research (AETHER) 
Committee 

Microsoft Customer and Partner Solutions 

Microsoft Defender for IoT 

Microsoft Defender Team 

Microsoft Digital Crimes Unit (DCU) 

Microsoft Security Response Center (MSRC) 

Microsoft Threat Intelligence Center (MSTIC) 

Security, Compliance, and Identity Business Development Team 



Microsoft Virtual Trainings  Develop the skills the world needs (microsoft.com)

Microsoft Security Webinars

Microsoft Learn – Security

Microsoft Security Ninja trainings


